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N.B.: (1) Question No 1 is Compulsory . [ H P T i
(2) Attempt any three questions out of the remalmng five. 2 <
(3) All questions carry equal marks. B
(4) Assume suitable data, if requlred and state it clearly.

Marks '
Explain the CIA tr1ad : " ;
Explain the structure and p purpose of an X 509 d1g1tal certlﬁcate <
What is the purpose Tro;an horse and backdoor. '

Explain the working ofa Virtual Prlvate Network (VI;N) and 1ts
secunty benefits. - ;
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Q2. a. Givena 5x5 gnd and the keyword "PLAYFAIR encrypt the message 10
"HIDE" using the Playfalr cxpher Demonstrate the steps and the ﬁnal :

ciphertext. - i ;
b. Explain the workmg of SHA-256 usmg su1table example : o 10
Q3. -a Whatisa SPAM‘? Explain different types of SPAM:s. ; ' 10

~b. What is the significance of IPSec? Explam the dlfferent modes of 10
_operatlon in IPSec‘? ~ : ‘ o

Q4. a’ :Explam the various use cases of NAC | | ') i 10

b Explam the different types of IDS, 2 &3 i 10
Q5. a What are the charaetenstlcs ofa ﬁrewall’? ’ 10
. b, J.;What are the steps mvolved in 1mp1ernent1ng NAC solutlons‘? 10
Q6. erte short notes on Any 4 A ) 20
~a. HMAC and CMAC e i '
b. S/MIME
c. RSA Al gorlthm
d. Kerberos
~e. OSISecurity Archltecture
£ HTTPS :
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